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Introduction
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악성앱탐지기법

 전통적인방식: Signature-based approach

 새로운유형의악성앱, 다형성악성앱(polymorphic malware)를탐지하기어려움

악성앱탐지회피기술의진화

 Code obfuscation

 Packing

 Dynamic code loading 

기존모델의노후화로인한성능저하

 성능저하대응방안
1. 모델재학습(periodic retraining)

2. 드리프트탐지후모델업데이트

3. 강건한(robust)한모델개발

1.1  전문가의레이블링(labeling) 작업

 비용, 시간

2.1   Drift 탐지정확성보장및업데이트비용
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모델노후화(Model Aging)

모델노후화?

 과거데이터로학습된모델이새로운패턴의데이터등장으로인해성능이저하되는현상

[8] L. Tang et al. (2024), “Demystifying the Evolution of Android Malware Variants”,
IEEE Transaction on Dependable and Secure Computing

 수동적진화(Passive Evolution)

• OS version upgrade, API 정책변화

• Android 6.0(Marshmallow) 런타임권한요청 →  특징분포(feature distribution)변화

 능동적진화(Active Evolution)

• 악성앱탐지알고리즘우회 →  새로운공격패턴

✓ 이러한악성앱의진화로개념드리프트(concept drift) 발생

-5-
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개념드리프트탐지02
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Data Collection & Preprocessing

 데이터수집

 AndroZoo(Luxembourg univ)
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TotalMalwareBenignYear

10,0005,0005,0002014

10,0005,0005,0002015

10,0005,0005,0002016

6,0003,0003,0002017

6,0003,0003,0002018

6,0003,0003,0002019

6,0003,0003,0002020

6,0003,0003,0002021

6,0003,0003,0002022

6,0003,0003,0002023

72,00036,00036,000Total

Train

Test

 데이터전처리(Preprocessing)

 Feature:  API Calls

[4] Jeong et al.(2024), “Enhancing Sustainability of an Android Malware 

Detection Technique using K-means Clustering”, JSAV

[7] 조우상등(2022), “연도별데이터조합기계학습을통한안드로이

드악성앱탐지의지속가능성향상연구”, 한국차세대컴퓨팅학회논문지

✓악성앱탐지에효과적인 1,848개 API선정

✓각앱들의 API 참조횟수기록
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Verify Concept Drift
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Top 10 API IndexesFeature 
Importance

2021201920172014

542111

2171579922

3091921633

177207244

2352401055

170734966

3862926777

2491156688

60293199

256701261010

 Used Classifier Models

 RandomForest
 AdaBoost
 KNN

 RandomForest Feature Importance
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개념드리프트에강인한악성앱탐지기법03
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Flowchart

GMM(Gaussian Mixture Model) based Classifier(RF, KNN, AdaBoost)
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Dexdump:
Feature Extraction

API 1         API N

APK 0

APK n 
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Dexdump:

Feature Extraction

Clustering Method

Hierarchical and GMM

Classification Models

RF, AdaBoost and KNN

Cluster 1 

.   .   . 
Cluster K 

Basic Model Cluster-Based Model

. . .

Isolation Forest Isolation Forest

Evaluation Metrics

 F1-score

 AUT(모델의지속가능성평가) 

• [22] F. Pendlebury et al(2019). , “{TESSERACT}: Eliminating experimental 

bias in malware classification across space and time”, 28th USENIX security 

symposium

• 0 ~ 1의값, 1에가까울수록지속가능성이높은모델

Experiments

 1. Basic Model: RF, AdaBoost, KNN

 2. Hierarchical + (RF, AdaBoost, KNN)

 3. GMM + (RF, AdaBoost, KNN)

Classification Models

RF, AdaBoost and KNN

Classification Models

RF, AdaBoost and KNN
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Hierarchical Clustering

계층적군집화(Hierarchical Clustering)

 사전에군집수(K)를지정하지않음
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1098765432K

0.050.050.050.050.350.3510.3470.3660.367SS

26.5926.5926.8827.227.5227.9828.4729.0229.58WCSS(x10)

 K 선정기법

 dendrogram: 데이터간유사도측정

 Silhouette Score(SS): 군집간분리도, 응집도계산
 Within-Cluster Sum of Square(WCSS): 군집내샘플의중심(centroid)부터의거리합
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GMM(Gaussian Mixture Model) Clustering

GMM Clustering

 사전에 K 선정

 AIC(Akaike Information Criterion)

• 낮을수록모델적합도상승

-12-

 K 선정

 local minimum: 7

 Over Clustering 고려 K = 2, 3, 6, 7, 8 선정

𝑨𝑰𝑪 = 𝟐𝒑 − 𝟐𝒍𝒏 𝑳

 P:모델의파리미터수

 L: 최대우도값(likelihood) 
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실험및평가04
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Experiments Results

 Result of Basic Models
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KNNAdaBoostRFModel
AUTF1AUTF1AUTF1

0.7290.7350.7560.765Score

 Result of Hierarchical based Classifier
Hierarchical-KNNHierarchical-AdaBoostHierarchical -RF

K
AUTF1AUTF1AUTF1

0.820.8260.7290.7290.7560.7652

0.820.8270.730.730.7570.7663

0.8180.8210.730.730.7570.7664

0.7290.7290.7560.7655

0.8360.8360.7290.7290.7620.7726

GMM-KNNGMM-AdaBoostGMM -RF
K

AUTF1AUTF1AUTF1

0.8150.8190.7280.7340.7520.7612

0.7280.7340.7470.7563

0.8510.8490.7280.7320.7510.766

0.8290.8290.7280.7330.7590.7687

0.8260.8280.7290.7350.7710.7798

 Result of GMM based Classifier

0.791 0.788

0.838

0.851

연도별모델성능

0.838

0.854
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결론및향후연구05
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결론및향후연구
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Conclusion

 GMM기반분류기를통해전통적인모델대비 F1-score 8.9%p 향상, AUT 10.1%p 향상

 확률적인모델링을기법을통해 concept drift가발생하는 2019년이후데이터에대해서도일관된성능

 GMM 기반탐지기법을통해학습되지않은유형의데이터일지라도탐지할수있음

Future Work

 온라인메커니즘

 차원축소기법적용, GMM 계산효율성향상

 개념드리프트감지및대응프레임워크개발
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Q&A
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Appendix #1

 Hyperparameter Each Model
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ValueHyperparameterTypeModel

100n_estimators
ClassificationRF

Nonemax_depth

1~5n_neighbors
ClassificationKNN

uniformweights

50n_estimators
ClassificationAdaBoost

1.0learning_rate

euclidean
distance

similarity 
metricClusteringHierarchical

wardlinkage

1e-4reg_covar
ClusteringGMM

1e-5tol

GMM-KNNHierarchical-KNNBasic KNNK

95.6 sec506.99 sec10.98 secTime

 Training Time

 IsolationForest Result
ReaminRemovedYear

9952482014

98541462015

94405602016

29426754Total
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Concept Drift Related Works
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Zhang[14]Mariconti[13]Cai[12]Xu[11]Jeong[4]Characteristics

VirusShare,
VirusTotal,

AMD,
Google Play

Google Play,
Drebin

VirusShare

Androzoo[15],
VirusShare,
Google Play

Androzoo[15]Androzoo[15]Dataset

2012 ~ 20182010.10 ~ 2016.052010 ~ 20172011 ~ 2016
2014 ~ 2016,
2019 ~ 2021Data Period

Mariconti[13],
Xu[11],

DREBIN[23],
DREBIN-DL[24]

RFRF
PA, OGD,

AROW, RDA,
Ada-FOBOS

K-means, RFModel

StaticStaticDynamicStaticStaticAnalysis Method

API  CallAPI Call SequenceSAD ProfileAPI CallAPI CallFeature Info


