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Introduction
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Code obfuscation

Packing

* Dynamic code loading
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[8] L. Tang et al. (2024), “Demystifying the Evolution of Android Malware Variants”,
IEEE Transaction on Dependable and Secure Computing

= =X 23} (Passive Evolution)

+ 0S version upgrade, AP ‘3 X H 5}

A & X (feature distribution) 'H 2}

JIIII

+ Android 6.0(Marshmallow) 21 EI ] H3t Q8 >
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Data Collection & Preprocessing

% O|O|E =% )
i[O & == < O|O|E ™ X 2|(Preprocessing)
AndroZoo(Luxembourg univ) = Feature: API Calls
Year Benign Malware Total
2014 5,000 5,000 10,000 b [4] Jeong et al.(2024), “Enhancing Sustainability of an Android Malware
2015 5,000 5,000 10,000 — Train Detection Technique using K-means Clustering”, JSAV
| 3 71 224 5(2022), “HEE BIO|E T 7| A S S S A=20)
SN . L .- £ oby o EX|9| X| & 7Hs 4 B4 AT, wARACIER I =EN
2018 3,000 3,000 6,000
2019 3,000 3,000 6,000
2020 3,000 3,000 6,000 - Test v ord ¥ BX[0f 20rH 11,8487l ApI 47
2021 3,000 3,000 6,000
2022 3,000 3,000 6,000 -
VAo AP B E 8% 7|2
2023 3,000 3,000 6,000
Total 36,000 36,000 72,000
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Verify Concept Drift

+* Used Classifier Models +* RandomForest Feature Importance

=  RandomfForest

» AdaBoost Feature Top 10 API Indexes

" KNN Importance 5414 2017 2019 2021

; — Random Forest = AdaBoost — KNN 1 1 + 1 42 5
2 2 99 157 217
Y 3 3 16 192 309
08 4 4 2 207 177
5 5 10 240 w235
é Y 6 6 49 73 170
L 7 7 67 292 386
” 8 8 66 115 249

9 9 31 29 60
A T . 10 10 126 70 256

Year
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Flowchart

+* GMM(Gaussian Mixture Model) based Classifier(RF, KNN, AdaBoost)

Cluster-Based Model

%‘ Basic Model I@( I@
P @Ei‘ ¢ Experiments
\ / API1 - -APIN \ /
P N Ao 1 2 1 - N = 1. Basic Model: RF, AdaBoost, KNN

Dexdump: . L. Dexdump:
Feature Extraction . e Feature Extraction . .
R - J = 2. Hierarchical + (RF, AdaBoost, KNN)
v A\ 4
f h ( ) = 3. GMM + (RF, AdaBoost, KNN)
Isolation Forest Isolation Forest
. _J g J
v \4
PP Clustering Method . .
Classification Models g oo Evaluation Metrics
RF, AdaBoost and KNN Hierarchical and GMM
/ \ = Fl-score
= AUT(Z2EC| X[£7HsH E7t
* [22] F. Pendlebury et al(2019)., “{TESSERACT}: Eliminating experimental
Cluster 1 Cluster K
/ \ bias in malware classification across space and time”, 28t USENIX security
symposium
Classification Models Classification Models
. ~ 10| 7} O AR T JI=MO| =2 ool
RF, AdaBoost and KNN RF, AdaBoost and KNN 0 1—| HA, 10” 7|-77|- = XI = 7|-O o Ol IT 1 E =

| |zl = o]}
Y o2etm -10- Computer Security & OS LAB
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Hierarchical Clustering

<+ HEH =& 2}(Hierarchical Clustering) o KM 7|

» APHO| 2 & (K K| HSHK| (2 = dendrogram: HIO|H Zt fAtE 5
= Silhouette Score(SS): @& 7t 22| =, ST T ALt
A

S |
o
Within-Cluster Sum of Square(WCSS): =& L ME 2| & A (centroid)FE{ 2| HZ| &

1400

1200 4
- | x=a

1000 4

Distance

| ) ol TN i
__________

0.367 0.366 0.347 0.351 0.35 0.05 0.05 0.05 0.05
WCSS(X106) 29.58 29.02 28.47 27.98 27.52 27.2 26.88 26.59 26.59
-11- Computer Security & OS LAB
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GMM(Gaussian Mixture Model) Clustering

% GMM Clustering S AIC =2p —2In(L) S KM
= A0k M7 » p; DEO| O}2|0|E = * |ocal minimum: 7
= AIC(Akaike Information Criterion) = L Z[CH 2= Zk(likelihood) v’ Over Clustering 12 K=2,3,6,7,8 4178

. SSAE Dol MSIE AFS

1e8 — AIC
-2.374

-2.376

-2.378

AlC

-2.38

-2.382

-2.384

Number of Clusters(K)

Ui cioiorm 12-
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Experiments Results

X/ H . . ..
*“* Result of Basic Models % Result of Hierarchical based Classifier
- 1 — Basic KNN  — Hierarchical-KNN(K=5) — GMM-KNN(K=3) Sarchical kNN |
F1 A L AUT
0.95
Score 0.765 0. 26 0.82
0.9 27 0.82
085 21 0.818
08 38 0.838
e 36 0.836
o
3
Y
o
0.65
» GMM-KNN
L AUT
0.55
19 0.815
= 51 0.854
0.45 49 0.851
0.4 29 0.829
2017 2018 2019 2020 2021 2022 2023
28 0.826
Year
drdH ol Ms
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Conclusion

= GMMZ|ELE2EVIE S| MEXQ 2 CHH| F1-score 8.9%p 2F &}, AUT 10.1%p 2kt
= 2EXNQI DHEZ J[HZ Sl concept drift/F A SH= 2019'E O| = O|O|E{0f| CHSHA = Y2t=l =

= evm 7Bt EX] 7|2 S SOl St EX| B2 Rl 0| YX| 2t EAE = AS
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= A=AV HE v At EEY Y
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Appendix #1

¢ Hyperparameter Each Model

KNN

AdaBoost

Hierarchical

GMM

I oo etm

DANKDOK UNIVERSITY

Classification

Classification

Classification

Clustering

Clustering

n_estimators
max_depth
n_neighbors
weights
n_estimators
learning_rate
similarity
metric
linkage
reg_covar

tol

None
1~5
uniform
50
1.0

euclidean
distance

ward
le-4
le-5

-20-

+** Training Time

Time

10.98 sec 506.99 sec 95.6 sec

** IsolationForest Result

2014
2015
2016

Total

48 9952
146 9854
560 9440
754 29426
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Concept Drift Related Works

Characteristics Jeong[4] Xu[11] Cai[12] Mariconti[13] Zhang[14]
Androzoo[15], Google Play, Vi.rusShare,
Dataset Androzoo[15] Androzoo[15] VirusShare, Drebin VirusTotal,
Google Play VirusShare AMD,
Google Play
_ 2014 ~ 2016,
Data Period 2019 ~ 2021 2011~ 2016 2010~ 2017 2010.10~ 2016.05 2012 ~ 2018
PA, OGD, Mariconti[13],
Model K-means, RF AROW, RDA, RF RF Xu[11],
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DREBIN-DL[24]
Analysis Method Static Static Dynamic Static Static
Feature Info API Call API Call SAD Profile API Call Sequence API Call
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